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2.1

Security THEE

o X AR

- XARY (Multi-zone Protect) DJREREWS TRIUEZ NAAE T EIL S A BN TEIE R, A
KA BB EAEF —NE1ETT . — BN X R BEATRE, AR DX rb B2 7 A e % 152 X
HF B EOZI X e, A BB B X AT AR /7 . /£ SPC11x8/SPD11x8 H1, Flash f7fif#s Al
IRAM £ % 1] MfRE 4 N X IR DhRE. AP ml LUl 1% # Flash #1111 Configuration Words K
{HHE5 X R . Configuration Words HJEARE N3k 2-1 fi7n. Flash i3 IRAM 114 X R
M EE 2-1 fs.

& 2-1:  Flash 23 A1 IRAM 4 KRB R

IRAM FLASH

OXLFFF FFFF 0x1001 FFFF

(IRAM_END_ADDR) ZONE3 (FLASH_END_ADDR) ZONE3

-<— ZONE3_RAM_ADDR

ZONE2 <4— ZONE3_FLASH_ADDR

<4— ZONE2_RAM_ADDR ZONE2
ZONE1

<4— ZONE2_FLASH_ADDR

«— ZONE1_RAM_ADDR

ZONEO ZONE1

OX1FFF 4000
(IRAM_START_ADDR)

-4— ZONEO_RAM_ADDR <4— ZONE1_FLASH_ADDR

ZONEO

0x1000 0000
(FLASH_START_ADDR)

~4— ZONEO_FLASH_ADDR

7E& 2-1 1, ZONEx_FLASH_ADDR (x=0, 1,2,3) A Flash £ #%4>X x (FLASH_ZONEx) #2464
kb, FHEULHIMI L, ZONEO_FLASH_ADDR [i] %€ A Flash {7fifi g5 e ahbtik, B 0x1000 0000;
ZONEO_RAM_ADDR 7Ji [l %€ 4 IRAM [FJ 2 dE i hl .

F A LLi TS Configuration Words ' ZONEx_FLASH_PROT “FE&ffifi 4} [X FLASH_ZONEx; il
ZONEx_RAM_PROT “F B f# At 73 [X RAM_ZONEx. 7E i3], WA XAERE S, Hod 7 X
R T A B 08 1 B EE B 0 53 X U AR —MEIAME T, WS 53 X FLASH_ZONEX
F RAM_ZONEx (x A[FE—AME) #pERE, AR XA MR TR DA E Y ) (52/5)
77 B9 o 45141, FLASH_ZONEO F1 RAM_ZONEO #3#% i §& , JI-4 FLASH_ZONEO W] LAvjj 1] RAM_ZONEO
I, RIS RAM_ZONEO tH AT L7 ] FLASH_ZONEO H [Py 2% .

Flash 774if %573 [X FLASH_ZONEx HI A/ FAI R &R P g (y=x+1):

*  FLASH_ZONEx Al FLASH_ZONEy #B ¥ 8¢ 1 4 X & ¥, W FLASH_ZONEx K] K /N4
(ZONEy_FLASH_ADDR - ZONEx_FLASH_ADDR). f5l{l1, FLASH_ZONEO F FLASH_ZONE1 #{f#
AE T X AR4, T FLASH_ZONEO “K/NA (ZONE1_FLASH_ADDR — ZONEO_FLASH_ADDR);

e FLASH_ZONEx 1 fE T 70 X {54, FLASH_ZONEy ARAFHE 7> X R4, N FLASH_ZONEx HK/N
FLASH_ZONEz (z>y) MIfRHFUIRASYLE (FLASH_ZONEz i e %1 2>y AFE — N [X):
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- FLASH_ZONEz f#fE 7 70X £, M| FLASH_ZONEx [ K/NA (ZONEz_FLASH_ADDR -
ZONEx_FLASH_ADDR). ItI}, ZONEy_FLASH_ADDR = ZONEz_FLASH_ADDR, FLASH_ZONEy

BRI 05
—  FLASH_ZONEz AfHfES X {547, ] FLASH_ZONEx ff) /Ny (FLASH_END_ADDR + 1 -
ZONEx_FLASH_ADDR ) . Jtt I} ZONEy FLASH_ADDR = ZONEz_FLASH_ADDR =

FLASH_END_ADDR, FLASH_ZONEy 1 FLASH_ZONEz (] k/N K 0;

e FLASH_ZONEx AAHifE/r [X{#4", FLASH_ZONEy f#ifg 7 4> X 54", | FLASH_ZONEx ¥ K /N
FLASH_ZONEX #& 75 4 FLASH_ZONEO ¥5E :

- FLASH_ZONEx & FLASH_ZONEO, M| FLASH_ZONEx [ K/INA (ZONEy_FLASH_ADDR —
ZONEO_FLASH_ADDR);

- FLASH_ZONEx /& FLASH_ZONEO, | FLASH_ZONEx [fJ-K/NA 0.

WE AT A 77 X FLASH_ZONEx HIR/INPIRUN,  [FIFEE H T IRAM (1143 X RAM_ZONEx K/
JE . SPINTROL &AL ISP &k T H AT LAFE B H ' % & Configuration Words, FHIan&l 2-2 Fix.

& 2-2: ISP T# T A Configuration Words Fit & 5L 1H

el S ISP T
“||port cOM74 - Q| @B D |20

Frogram Chip |Uart Communication I Faram Decode I Memory Area|

Device |SPC1168

Frogram File ¢ -
| & Security Settings =S
Jump and Run
1 VSER 0
] Info Lock Flash Z 0 Ox10000000
snto-Reload [] Info Loc [7] Flash Zone b4
D Encrypt Code I:l FEiM Zone O 0 1FFF4000
Code Infa
Start: oOxioonf| VSER! Erase Sectors
3 D Info Lock I:l Flash Zone 1 010003000
Start:
1 [] Enerypt Code [] BAM Zome 1 O 1FFFTO00
Operations VSER 2
(| e Lo [7] Flash Zome 2 010010000
[] Enerypt Code [] RAM Zone 2 Oz 1FFFAOO0
Id Time
VUSER 3
[] Info Leck [7] Flash Zome 3 0x10015000
[ Encrypt Code [7] BAM Zeme 3 0 1FFFIO00
Others
[] #IT Enable
Cancel 0K
4 3

|com74 = [38400.8.Nene.1] | |
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7E 2-3 F1, USER x T EX x (x =0, 1, 2, 3) [ Security ThfE, EI#ARiRH 7 USER x
BB TUAE 2-1 PR BRI R (BL USER 0 M) .

A 2-3: ISP F# I A Configuration Words fit & T i} B

T N
44 Security Settings o[B8 X
ZONEO_FLASH_PROT
USER O
ZONEO_INFO_LOCK > [7] Info Lock [7] Flash Zone 0 0x10000000 - ZONEO_FLASH_ADDR
ZONEO_ENCRYPT p- [ | Encrypt Code [7] RAM_Zone O 0x1FFF4000 g ZONEO_RAM_PROT
USER 1 ZONEO_RAM_ADDR
[] Info Lock [] Flash Zone 1  0x10008000
[7] Encrypt Code [7] RAM Zone 1 0x1FFFT000
USER 2
[ Info Lock [] Flash Zone 2 0x10010000
[7] Encrypt Code [7] RAM Zone 2 0x1FFFADOO
USER 3
; Info Lock :\ Flash Zone 3 0x10013000
[7] Encrypt Code [7] RAM Zone 3 0x1FFFDOOO
Others
[7] #DT Enable
[Comea )
L A

Configuration Words 7 7E & 1 IS Flash BE R, REAN 7 X ARG 7 Bow SCRIHIE 4 SR B
N

% 2-1:  Configuration Words FEt & X

Mkt TR Dhae K yiBA

Lock the Configuration Words of zone 0 (0x11000600 —
0x1100063F)

OXFFFFFFFF: The Configuration Words of zone 0 can’t be
0x11000600 | ZONEO_INFO_LOCK
programmed

Others: The Configuration Words of zone 0 can be

programmed

Encrypt status of code in Flash zone 0O
0x11000604 | ZONEO_ENCRYPT OxDECODE: The code in Flash zone 0 has been encrypted

Others: The code in Flash zone 0 is raw code

Decrypt status of code in Flash zone 0

0xAA621623: Success to decrypt code in Flash zone 0
0x1E55051: Fail to decrypt code in Flash zone 0
Others: Not valid

0x11000608 | ZONEO_DECRYPT

Flash zone 0 protection word
0x1100060C | ZONEO_FLASH_PROT | OxFFFFFFFF: Disable Flash zone 0 protection

Others: Enable Flash zone 0 protection

0x11000610 | ZONEO_FLASH_ADDR | Flash zone 0 start address
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0x11000614

ZONEO_RAM_PROT

RAM zone 0 protection word
OXFFFFFFFF: Disable RAM zone 0 protection
Others: Enable RAM zone 0 protection

0x11000618

ZONEO_RAM_ADDR

RAM zone O start address

0x1100061C ~
0x1100063F

Reserved for ZONEO

Reserved Configuration Words for ZONE O

0x11000640

ZONE1_INFO_LOCK

Lock the Configuration Words of zone 1 (0x11000640 —
0x1100067F)

OXFFFFFFFF: The Configuration Words of zone 1 can’t be
programmed

Others: The Configuration Words of zone 1 can be

programmed

0x11000644

ZONE1_ENCRYPT

Encrypt status of code in Flash zone 1
OxDECODE: The code in Flash zone 1 has been encrypted

Others: The code in Flash zone 1 is raw code

0x11000648

ZONE1_DECRYPT

Decrypt status of code in Flash zone 1

0xAA621623: Success to decrypt code in Flash zone 1
0x1E55051: Fail to decrypt code in Flash zone 1
Others: Not valid

0x1100064C

ZONE1_FLASH_PROT

Flash zone 1 protection word
OxFFFFFFFF: Disable Flash zone 1 protection

Others: Enable Flash zone 1 protection

0x11000650

ZONE1_FLASH_ADDR

Flash zone 1 start address

0x11000654

ZONE1_RAM_PROT

RAM zone 1 protection word
OXFFFFFFFF: Disable RAM zone 1 protection
Others: Enable RAM zone 1 protection

0x11000658

ZONE1_RAM_ADDR

RAM zone 1 start address

0x1100065C ~
0x1100067F

Reserved for ZONE1

Reserved Configuration Words for ZONE 1

0x11000680

ZONE2_INFO_LOCK

Lock the Configuration Words of zone 2 (0x11000680 —
0x110006BF)

OXFFFFFFFF: The Configuration Words of zone 2 can’t be
programmed

Others: The Configuration Words of zone 2 can be

programmed

0x11000684

ZONE2_ENCRYPT

Encrypt status of code in Flash zone 2
OxDECODE: The code in Flash zone 2 has been encrypted

Others: The code in Flash zone 2 is raw code

0x1100688

ZONE2_DECRYPT

Decrypt status of code in Flash zone 2

0xAA621623: Success to decrypt code in Flash zone 2
0x1E55051: Fail to decrypt code in Flash zone 2
Others: Not valid

0x1100068C

ZONE2_FLASH_PROT

Flash zone 2 protection word
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OXFFFFFFFF: Disable Flash zone 2 protection
Others: Enable Flash zone 2 protection

0x11000690 | ZONE2_FLASH_ADDR | Flash zone 2 start address
RAM zone 2 protection word

0x11000694 | ZONE2_RAM_PROT OXFFFFFFFF: Disable RAM zone 2 protection
Others: Enable RAM zone 2 protection

0x11000698 | ZONE2_RAM_ADDR RAM zone 2 start address

0x1100069C ~

Reserved for ZONE2 Reserved Configuration Words for ZONE 2

0x110006BF
Lock the Configuration Words of zone 3 (0x110006C0 —
0x110006FF)

0x110006C0 | ZONE3_INFO_LOCK OXFFFFFFFF: The Configuration Words of zone 3 can’t be

- programmed

Others: The Configuration Words of zone 3 can be
programmed
Encrypt status of code in Flash zone 3

0x110006C4 | ZONE3_ENCRYPT OxDECODE: The code in Flash zone 3 has been encrypted
Others: The code in Flash zone 3 is raw code
Decrypt status of code in Flash zone 3

0X110006C8 | ZONE3_ DECRYPT 0xAA621623: Success to decrypt code in Flash zone 3
0x1E55051: Fail to decrypt code in Flash zone 3
Others: Not valid
Flash zone 3 protection word

0x110006CC | ZONE3_FLASH_PROT | OxFFFFFFFF: Disable Flash zone 3 protection
Others: Enable Flash zone 3 protection

0x110006D0 | ZONE3_FLASH_ADDR | Flash zone 3 start address
RAM zone 3 protection word

0x110006D4 | ZONE3_RAM_PROT OXFFFFFFFF: Disable RAM zone 3 protection
Others: Enable RAM zone 3 protection

0x110006D8 | ZONE3_RAM_ADDR RAM zone 3 start address

0x110006DC ~
Reserved for ZONE3 Reserved Configuration Words for ZONE 3
0x110006FF
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2.2

2.3

2.4

Secure Boot

Secure Boot FUVFH IR DA% L I S N BLE B Flash f7figas . 28, & H L
HiJ5, bootloader 5K H I IFEFAE Flash HHiEAT FARES . IXFF AT LAk P R UG AR 7 S A
CHEX UMY A8 p Ridk Fe vb it B2 R85 9 KUK« SPC11x8/SPD11x8 i Secure Boot 37 Flash 774k
A X A R .

ESEBRER S, FPEBINE G REFBIEH Flash st )E, FEILE Configuration
Words o' ZONEx_ENCRYPT ‘7-EX 11t &y OXDECODE, F/niZr X HIFEFHH N 1. Xk,
e85 EH B85, bootloader £ H PR )T AT HE %, WRMHE KTy, WikE
ZONEx_DECRYPT {1}y OxAA621623 ; L1 R i 55 2 W, W % B ZONEx_DECRYPT FI{f 4 Ox1E55051.

Debug 8

B FH Debug 2 O7ERE PR RAIRE R, TELFHMEHE . XWEWKE T LLUAT Debug 2 M1
BB S O R A A N 25 . DRIk, 67 b 7=, Debug Mg L ZUMEAEH, XFEHTT
DL i85S Debug % R IRBGE A N B HIFER . 24 SPC11x8/SPD11x8 M #B () Flash fEfi¥ %l
IRAM PR — D X AR B AH RE S, 05 P 1Y) Debug 45 DRt WEAIE -

FENLES LR

A AR BB VE 2 H Al B B O T IFIRE 1, AR5 Flash AR ) 80ds 12 i 1
K, ARG P IX BB S B ARG FE N SPC11x8/SPD11x8 5 v, SEHL FH A P= i . T
XFPETE, SPC11x8/SPD11x8 th EL 44 AH N IR WL

SPC11x8/SPD11x8 fEHH) K& B AN—A 8 F W MFANLEY, XAMHS—BES NG, AR
T . B BRI FE R AR I AT AT DLAGES A A S O I6 1 Z B LA . iz B LS B
AR IRIEA B, ML EN AT RET. HT NS FIBERSA AR, BIAEE i
fE N G13R13 T Flash HHOFE PR, SR 5 KX Se 7 45045 5 21 o Ath SPC11x8/SPD11x8 it 1, F2
PSR TAE. IXFE, &I A AR itk 2 2 )
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