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SPIN rpor

K] 1-1: #EER main flash

B SPINTROL 157 Tool v2 - o X
Device SPC1169 - | Port [comia  ~|| @ J;E &8 2 [}
Frogram Chip Vart Communication EEFROM Burner Memory Ares
Program File Tounload Optiens
[o:31 _sIRASPC1189_FLat form trunkiProject_ | Progran to Flash Erogran to SEAN
hute-ISP ] LIN Junp & Eun

Auto—Reload

[ ¥o Handshake
[Reset (DR = Low ), BoOT(RTS = HIGH) ]

Code Info X
Erase Options
Start: |0x10000000 si 000001 10C
art: [on i | O Erase Chip  (® Evase Sectors
Start 51
= e VR, Opavation
Erase (®) EEPROM
Get Information
GetID Gat Confiz UnLock
14 Time Level Message
0 19:37:16 000 Info Tx: TF
1 19:37:16 008 Info Rx: 78
2 19:37:16 008 Info Erase chip begins.
3 19:37:16 008 Info Tx: 44 BB
4 19:37:16 024 Info Rx: 78
5 19:37:16 024 Info Tx: FF FF 00
5 19:37:16 071 Info Rx: 78

& coms- pomosem) connies | I -:+

- BRI FE T — B & Erase sector, T A& Erase chip, MIMZERE KAV FE A Az
T main flash H1[{] CHIP_SECURITY A<x#f i85, W& 1-2 Fis.

& 1-2: W{F Erase Sector &

B sPiNTROL ISP Tool v2.5 — O x
Device SPC1169 - |Port[cOMi4 - @ |4 ¢ & & |2 o
Frogram Chip Vart Communication EEFROM Burner Memory Ares
Program File Download Options
31 spxisEriies FlatfornttrunkiProject « Frogram to Flash Frogram to SEAM
hato-TSP [ LIN Tump d Fum

Smto—FReload

[] Fo Handshake

[Reset(ITR = LW ), BOOT(RTS = MIGH] |

Code Info "
Erase Optiens
Start: (0210000000 Size. [0x000l1IC | O Eraze chiz
H si
tart iae WV Operation
Erase (®) EEPROM
Get Information
GetID Get Config UnLock

14 Time Level  Messaze

[ 18:37:16 000 Infe Tx: TF

1 18:37:16 008 Infe B 79

2 19:37:16 008 Info Erase chip begins

3 18:37:16 008 Info Tx: 44 BB

4 18:37:16 024 Info Bx 79

5 18:37:16 024 Infe Tx: FF IF 00

5 18:37:16 071 Info B 79

9 comi- e | consccs [ o

- f#ifE Debug Lock, Jf Generate Key, U1K 1-3 AT
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A 1-3: ARG

Device SPC1169 - | Port |COM14

Program Chip Uart Communication EEPROM Burmer

-|lD

4 ¢ afa] o
1

Memory Arss

Program File
[D:31_SDK\SPC1169_FLatform truskiProject_

Auto—Reload

Code Info | Security Settings

Start: [x10000000 2 [ Debug Lack

Download Optio

Frogan to
Auto-ISP

[m}

Generate Kes

- a
rs
Flash Frogram to SRAM
[ L1n Tump & Run

| EEemen

Start

‘D? 9F 93 BE 63 [5 AZ 4F

Get Information

[] Debug Vlock

i

GetID Get ‘

d Time
Others

19:37:16 000
19:37.16 008 [T WIT Ensble

19:37:16 006
19:37.16 008
19:37:16 024
19:37.16 024
19:37:16 071

Cancel

Bome e o H

Info B TR

@) coM14 = [38400,8,None, 1] | |Complete!

I

R E AT, B N4 —MUES, UNSECURITY_KEY, WDT_ENABLE, CHIP_SECURITY &7 N #

K8 J5 5 N3] Ox1001FFFO JFAE A &, Wl 1-4 FiR.

A 1-4: @i AL T EZERSB] main flash

2T E;
Joibels s o

Memory Area

o
@

Device SPC1169 = | Port (COM14
Progran Chip  Vart Communication EEPRIM Burner
Program File

1igchex St

|11 \1_SDK\SPC1169_PlatformytrunkiProject_ \,\

sutoEeload

Download Options

Program to Flash

Kuto-ISE

[]¥o Handshaks

Program to SEAM

[ps ) Tung & Run

[Reset{DTR = 10w }, BOOT(RTS = ek} | D

Erase Options

(O Erase Chip

WV Operation

Code Info
Start: [0x10000000 Size: [0x0000110C |
Start Size
Get Information

GetID Get Config UnLock

(@) Erasze Sectors

(®) EEPROM

el Tin Level  Messas d
122 20:04:56 421 Inds [

123 20:04:56 421 Info T

124 2004856 429 Indo Bx:

125 20:04:66 429 Info T [FO_FT_OL 10]5t

128 20:04:56 446 Info Be 76

127 20:04:56 445 Info Tx: OF|D7 OF 53 BB 63 D5 sz 48|[FF FF FF P00 00 00 00 CF

125 20:04:56 462 Info B 78

129 00456 462 Indo T ELIE

130 20:04:56 477 Info B 78 v

Write Config Data. ..

) COM14 = [38400.8.Nane.1] || Complete!

I

K 1-4 7 0xD7 Ox9F 0x93 OxBB Ox63 OxD5 OxA2 Ox4B A key, OxFF OxFF OxFF OxFF Ay
WDT_ENABLE, 0x00 0x00 0x00 0x00 >}y CHIP_SECURITY, 1% 1-1 Az, 0 F 8 3 F) WDT #%

ZRik, R R AR TR BUE .
1% N2 ALHE,

SR TR, SRIUBT I, RO CL X T .
SR 1L T LLZE R R 5 (B S el Get Config BEE G AH EINBL, 401/ 1-5 i,
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& 1-5: Get Config

Device SPD1179 - | Port [COM14

O elEa PO

Progran Chip Vart Communication EEPRIM Bwrner Memory Area
Frogean Fils Dowrdoad Dptions
[D:\I_SDKASFC1169_PLat FornttrunkProject_ | ... EBrogran to Flash Progran to SEAN
Auto-TSP ] LIN Junp & Run
uto-Reload [0t Handshake
[Beset{0TR = LoW ), B00T(RTS = HIG) | El
Code Infe -
Brase Dptions
Start: (0210000000 Size: [Dx00DOOCED Ofrsse Chip @ Erase Seotors
Start Size HVE. Operation
Erase (®) EEFROM
Get Information
GetID Get Config VnLock
d Time Level  Message ~
7 09:31°65 161 Info B 79
3 09:31:55 151 Info R 0B 04 00 00 0D 03 00 00 0 FF 01 00 00 79
10 09:31:55 151 Info Flash WVE net Lock!
1 09:31°65 161 Info FLASHEIH ot Look!
12 09:31:55 151 Info Debug Lock!
13 09:31°55 151 Info FOTTCRT =
14 09:31:55 151 Info RAMBIST OK!
15 09:31°85 151 Info FLASH Tnit O
16 09:31:55 161 Info EEPEOM Init OK! v
Debug Lock!

@) |cOM14 = [38400.8.None. 1]

HLEW R T, TR N EAEE, s 2R, MK E UNSECURITY_KEY,
WDT_ENABLE, CHIP_SECURITY |4 F BRiAME, & 1-1 Fias.

R DU N B3 AT R4, BTN % Debug Lock, %t Debug Unlock, Jf:7E Debug Unlock
NI Z BRI RS, 1-6 FiuR.

& 1-6: EUH Debug Unlock, F ¥ \fEGI TG

Device SPD1179 O e BE |2 |0

+ | Port |[COM14

Progran Chip Vart Communication EEPROM Burner

Memory hrea

Frogram File

|]] 1_SOK\SFC1169_Flatforr

m'trurk\Froject_ o

Auto-Reload

Code Info

Start: |0x10000000

Start:

Get Information

GetID Gat|

Id Time

)

Security Settings
[ Debus Lock

Download Options

Program to Flash Program to SR

hute-ISP [ LIN TJunp & un

{15 = e~

Generats Ke
Y Se Sectors

Debuz UnLock

|D7 9F 93 BB 63 05 A2 4B
T

Others
[] DT Ensble

Cancel

@) coM14 = [38400,8 None, 1]

- BALS R, i Unlock #2481, &l 1-7 B, 8 S Rt AT i a1

Ja, B BUR R

RISFAT N, Unlock B3
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Device SPD1179 - |port jcomia - @ | &

Frogram Chip Uart Communication EEPEOM Burner Memory Area

Frogram File

Towrload Optiens

[D:\1_SDK\SPC1169_FlatfornitrunkiFroject_ +

Program to Flash Frogran to SRAM

Auto-Reload

Code Info

duteISF [ LIN
[] ¥o Handshoke
[Reset(DTR = LoW ). Bo0T(RTS = WG ] D

Eraze Options

[ Junp & Run

Start: (0210000000

Size: [0x00000CE0 |

(O Erase Chip (®) Erase Sectors

Start:

Get Information

Size

HVR Operation
Erase (® EEPRON

GetID Get Confiz
1d Time Level Meszaze
[t} 09:46:14 675 Wearn Un—Security Enabled!
1 09:46:14 675 Harn Un—Security Key: D7 9F 83 BB 63 I5 A2 4B
3 09:51:31 381 Info Tx: 7F
3 09:51:31 387 Info Rx: 79
4 09:61:31 387  Infe UnSecurity chip begins
5 09:51:31 387 Infe Tx: 82 81
[} 09:61:31 403 Info Rx: 79
7 09:61:31 403 Info Tx: DT ©F 93 BE 63 D5 AZ 4F CO
3 09:51:31 419 Info Rx: 79

@) cOM14 = [38400.8 Nene, 1]

1% No Handshake, BE{E N#E—/MUY, FHEI.

A 1-8: TG

Device SPD1179 - | Port |[COM14

2'—F‘% — ] B

MK AR AR Wi =] ]

Program Chip Vart Communication EEPROM Burner Memory Area

Program File

1i5EEhex >

Download Options

|n- \1_SOKN\SPC1168_FLat form' trunk\Froject_ \,|

Program to Flash Frogram to SEAN

Auto—Feload

Auto-ISF [ LIN
Ho Handshake
[Reset (DR = LOW J, BODT(RIS = HISH) |

Jump & Run

Code Info -
Erasze Options
Start: |Ox10000000 Size: |0x00000CS0 .
= * rees [ () Erase Chip (@) Erase Sectors
Start Bize: VR Operation
Eraze (@) EEPROM
Get Information
GetIl Get Config UrLack

Id Time Level Message
9z 10:12:60 798 Info Tx: 4F E1 EE 10 0A 70 47 00 00 25 OC 00 10 00 EO FF IF 25 00 .
93 10:12:50 &30 Info Bx: 72
95 10:12:60 835 Info Tx: 21 IE
96 100 12:60 546 Info Ex: 79
a7 10:12:60 346 Info Tx: 00 00 OO 10 EF
55 10:12:50 862 Infa Rx: 78
100 10:12:50 983 Info Jus
101 10:12:50 200 Info t a Sample O

o COM14 = [38400.8.Nene.1] | | Complete!

I o

ER:

IEHEMERR, TEBIHZE No Handshake, BRI EASE, EMHLSSHFLEEE.
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2 FENEEERY

A B8 B T REA B U AR I BB BB, S Flash WAER IR, A5
W B NRGFERE Fr AR P 7= 5. SPC1169 AT X IX Fif 5t HA & 4 B ORI WL o

SPC1169 Hi] WHi 5 AN—A> 8 FHMBENLEL, ZBENLETCIRES . & N L T DATE
IBATI MGES F H i O S UE BE AL an SREE LA S S AR P TS B AN VT AT, U R A2 7 ¢
1E o FHT 85 R B BB ALE AR AN ], RIS ES i N — 085 1) Flash A7 il 2 3R BURE 3 458
SR GG R P B s 5 N HoAth SPC1169 08, FERFIEIRIE® TAE. @XM, Zrmreit
KBRS

K 2-1: FENLEFEN AR RIRER

Read the RN preset by application

l

Compare the RN with the chip RN

No
Terminate the application

Yes

Run application normally

R 2-1 7, NIRRT I BEALEL (RND W] DLAE ™ i A2 7 1 A ot i 2 R s T 2 skl
ey LA H PSR BIBENLEL RIS N AR R Flash fEAf s R E bk . 9N AR
FRIR s, 5 BRI H AR A Flash £76f 8% F0RF & U IOUs (O BEALE, IR S B bR
O Fr R BE L EGEAT L
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3  REVERKEASEH

X AR KA A P vh SERLES 22 4 PR R D SR AN 3-1 B

B 3-1. KA RS ZETRE N R A SITER

PRODUCT MANUFACTURER IN-FIELD

Debug VN FW image Firmware image and
Interface (Hex Data Configuration Words
are received by the

MCU in Field

Debug Lock

Product Manufacture
createsa new Unsecurity Key
Firmware image

RN Location
Configuration Words

RN Location

Chip RN

Product Manufacture
Uses programmer
tool downloading Programmer Tool
Firmware image to

MCU

Firmware image,
Writes FW image, E Configuration Words
Configuration Words and and Random Number

Random Number to Flash are loaded into the
memory memory of the MCU
in Field

Trusted Environment Un-trusted Environment
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