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1 MPU #Eid

FREHE CiBES TPl T IS AN E MR, FBUE B BCRHAZET L, 42 TR 5,
R TIE], L, kgt e, HEAL, WIREmRILEE R, ERErha
— R R R E ——B e GREARED R ME R NGE B SV ED , FRP B AR,
BB HERR R L FREF R EWIIRIL W RAF S PR Y 2T EFERALES,
B R RS HRSE, #n] DAk B4R Er, B —— X ARG, XEEIEKR S A
AR Brbh, X RS H Rl bk 45 34T OR3P AR SR B R R AN A D 1R 4y, TIAE
Cortex-M3/4 FFH24E T MPU HJG, BHLHITIITHRE R X RrE b AT R, A ORI R
ATREVELHA 48 MPU B8 5 1.

11 DjRERA

7E Cortex-M3/4 Ab3 25 m] LERC — /M7 2 Cr 7 5.0 (MPU) , & ] DAL 77 fit e (3
BRNAA AL Z A7) BIORST, ATAEfF B e AT 58 o W SR4T 505 MpU, IAE{S A
AT, DAAUMRHE 7 B Hgm A, kA B MPU, NZFET R4 H AR MPU. MPU Bl R
ThRe ] L3 = RS nl Sk
- PBHIEA P R R IA R R s .
- BHIE—MES U EASREIEX, MEESS T .
- ATUAHEOCHEERE X R BN R, MWARAS BB T R R AT RE
- R EANAAAE YT ) . MERRE H, B
- WEAEES Regions FIH e JEME; . /&7 Cacheable. /&75 Bufferable %% .

1.2 EARpHEHR

Region : MPU fEPATHIIHER AT HA7 . — Region H Sl & —EBELRHNE, R

AT BNV Rl AR B 2 — LR 1] (HBhEXI 55, B/ NEESE) .

- CM3/4 JL3ZHF 8 /> Region, %> Region AJ LLEEAH Enable X Disable, H#%F/™ Region f/MHN
256 Bytes; &> Region FFE 1 401 5 Region 25 5 K /NG5, 4140 : Region 725 & k7NN 64KB,
A4 Region FEHFAZNELRENY 64KB B2F5 (MK 16bit 24 0 FAIHEAE, 0x10000. 0x20000 4%5) .

- 434 Region HE—5 %13 SR /NME “Sub-Region”, EIE—2 %14 Sub-Region i, 44> Region
HEEEE 51 % 8 4> Sub-Region, H.4AE/™ Sub-Region 1] LLHLAd Enable/Disable.

- A¥FE 1 “Background Region” (W& 1-1) , Aide RAEHEFNgFH. £/5H MPU
Jei s WA R 2 AN R X E], A, o Py A i b B, il MemManage
Fault.

- MPU & X Regions A] IAH HAZ & . tniR KR W AFTEAE Z A Region 1, 5[] J& P AIAL PR
¥ 2% 5 B K I Region KR E; L, # 15 Region 55 4 5 Region Z21%, MIZZ B HI#E4)>
% 4 5 Region @ MEH], WHE 1-1 Fiox.
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Enable Background Region

4GB

Region 2

-

Disable Background Region

4GB

Region 2

-
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2 MPU #1778
21 HESIE
£ 2-1: MPU HFERFIR
Address Register CMSIS-Core Function
Symbol
Provides inf i h
OXEOOOEDI0 | MPU Type Register MPU->TYPE l\;g‘gdes information about the
OXEOOOED94 | MPU Control Register | MPU->CTRL MPU _eable/disable and
background region control
OXEOOOED9S MPL.J Region Number MPU->RNR SeIeFt which MPU region to be
Register configured
OXEOOOEDIC MPQ Region Base Address MPU->RBAR Deflnes base address of a MPU
Register region
MPU Region Base \ . .
OXEOOOEDAO | Attribute  and  Size | MPU->RASR DR =/7 an attributes of 2
. MPU region
Register
OxE000EDA4 | MIPU Alias 1 Region Base |\ (o, pear A1 | Alias of MPU->RBAR
Address Register -
MPU Alias 1 Region Base
OxEOOOEDAS8 Attribute and Size | MPU->RASR_A1l Alias of MPU->RASR
Register
OxE000EDAC | MPU Alias 2 Region Base |\, ppar A2 | Alias of MPU->RBAR
Address Register -
MPU Alias 2 Region Base
OxEOOOEDBO Attribute and Size | MPU->RASR_A2 Alias of MPU->RASR
Register
OxE000EDB4 | VIPU Alias 3 Region Base |\ /o) peaR A3 | Alias of MPU->RBAR
Address Register
MPU Alias 3 Region Base
OxEOOOEDBS8 Attribute and Size | MPU->RASR_A3 Alias of MPU->RASR
Register
22 MPUREIFHFE (TYPE)
R 2-2: MPU RBRIFFFEE (TYPE)
Bit Name Type | Reset Value Description
MPU S RF 454 Region N4, T ARMv7-
23: 16 | IREGION R 0 M Z5HRFH—A— o) MPU, it LA,
B—HN 0,
MPU S H5f) Region =A%, XIT Cortex-
15: 8 | DREGION R Oor8 M3/4 15, MATERZEAZ 0 G MPU) ,
B oe 8 CH MPU) .
j( ‘\ Sz \) H 9/\# T ) 5 D i
0 SEPARATE R 0 7'77&5% 15— — o) MPU, T LAt A7
B J# € 4 0.
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i 2RI 25 47 25 1¥) DREGION 2B, "I UAE RO H W2 BE & A MPU.

2.3 MPU 5| & 7788 (CTRL)
£ 2-3: MPU | #F1F (CTRL)

AR PT 7 ) 7R BR DA k23 () A5 BB A6

1: 3 Bit1=1 W, b= EAEN
Background Region 4SS0t = fd FH .

0: 4 Bit0=0 i, Background Region J<[4l,
FEAT X R AE BER Region KI5 i) ¥ < 5]
MemManage Fault.

1: fE Hard Fault/NMI AbBERAFE FR {6 BE MPU
1 HFNMIENA RW |0 0: £ Hard Fault/NMI 4bH 4 F5 i AS i fig
MPU

1: f#FE MPU

0: XK MPU

#i PRIVDEFENA L &AL, W LAFEIRA EALATAT Region BLAERE MPU BT IL T, AR FOVFEs
B RE V5 W) A bk 2= 18], (B F P R e o 4 stk 2 1) i) 05 DR A 22 1140 AT, s &
T HE Region, JfHf#fE MPU, M| Backround Region 5iX%E Region FAMIHESy, hEZ%&
Region M@ MERR G . FARU T &I A~

2 PRIVDEFENA RW 0

0 ENABLE RW 0

& 2-1: Background Region e~ &

4GB 4GB
rivileged
J> Access No Access
Region 1 Region 1 attr Region 1 Region 1 attr
Covered Covered
Covered Covered
Regjon 1 attr Regjon 1 attr
. Covered Covered
Privileged No Access
Access
. Region 2 attr : Region 2 attr
Feslion 2 } Covered e } Covered
Privileged No Access
Access
Region 3 attr Region 3 attr
Covered Covered
Privileged No Access
0 Access 0
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A B

R IR R, B E ZAE Region B4R E 5B J5 i Enbale MPU, 5]
e HILE AN MemManage Fault. HONTRESG FIGEZ: ERCE MPU Z i Disable MPU,
SRIGHAT MPU il &, #¢J5 Enable MPU.

M J97 555 B (R B ) R AR X MPU TS — B2 VPR, 1 BB S EX R SN
M2 (PPB, fLfifi MPU. NVIC. SysTick. ITM) K RGi# 250 (SCS) 15 E Region #EATR
1, PONIX Ll 72 (a5 R AR A B Uil Rk, AN MPU Region WHAT PR, 1i 37
S B B ) FE AR EUBNAE O R GEIX [T AN 2 52 B S0

24  MPU Region 5% 772 (RNR)
# 2-4: MPU Region 52775 (RNR)
Bit Name Type | Reset Value Description
Region % 5 L A 748 -
PR E AT B YERC B 1Y Region 4w 5, HT
7: 0| REGION W I 8 4 Region, FFEASEEF EH A 2:
0]bit 2%

11T Region J&, AT LAE RSN N F A (RBAR M RASR) HiX%t1% Region [J& M HEAT D

B
2.5 MPU Region Zh %% (RBAR)
% 2-5: MPU Region 1% 77%% (RBAR)

Bit Name Type | Reset Value Description
Region [PFJ3&E4E, N HIEEEL R T Region HI%E
HANARERD 1.1 TR, EX5E T Region

31: N | ADDR RW HIZ8 8k /N) s 9l , Region 255K/ 64K,
W) Bk 36 B 31 16), tHEPAIX 16bit 9 0,
FEHEXT 5T 64K,

4 VALID - ﬁu%E 1, )”‘”[3f O]Eﬁiﬁﬁﬂ%?%ﬂ% RNR 277
#5152 Y Region 5,
24 VALID f7 B A7lsf, REGION K178 % RNR 2%
FRNEE. BT Cortex-M3/4 R 8 4

3: 0 | REGION RW Region, LA REGION X({E AT 7 i, #5
RIS AR

©2024 Jig® AL CEig) AR
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2.6 MPU Region B & K/NSFES (RASR)
#£ 2-6: MPU Region B K AK/NE-E2E (RASR)
Bit Name Type | Reset Value Description
31: 29 | Reserved - - -
& 2V [l 3= A
28 XN RW | - 1: Ut Region 2% IEHUIE.
0: Ik Region 7] LLHLHE .
27 Reserved - - -
s vy ) Ve 3
Privilege | User e
Value Accessg Access Description
000 ANF Vi ] ANAIYiE | AT
o1 | /5 Forigi | ) AR
s
26: 24 | AP RW ) 010 /5 Hig %gfﬁﬁii
011 /5 /5 i:n Access
100 N/A N/A N/A
01| Hif ey | g, A0
110 Rk Hik Hik
111 Hig Hig Hig
23: 22 | Reserved - - -
21: 19 | TEX RW |- Region Ry i
18 S RW |- Shareable G5 A]3=)
17 C RW |- Cacheable (ET5 1] Z47)
16 B RW |- Bufferable (7275 ] 4z)
15: 8 | SRD RW |- Sub-Region <]
7: Reserved - - -
5. 1 | REGIONSIZE |RW |- MPU Region A /)»
0 ENABLE RW |- Region {¥ §E

2.6.1 MPU Region Bt % WALIBA A

XN: fEfillt Region W2 SLVFIE, HARMZIH1S 2 IS A SZ 5 E AR S A7 i 2 L
X, frad ®EE, MATEEZ )G, BHEBZEIHE Region, PLACVFEIRIT .

SRD: %™ BIT fi2#% |4 Sub-Region ] Enable/Disable.
REGIONSIZE: ¥ B Region & & K/, AL Byte, £ Region 5 /N & & 128 Bytes.
ENABLE: Region H{# GEF2 47

2.6.2 HEEEAF B T 5 RN

7E RASR ZFf7esrifbfg —tbdsifilig (TEX. S. C. B) XN EARE RS ELE = S .

CM3/4 HHRAE A7 (cache) , {HZ& CM3/4 KH v7-M ZEHi% 1T, T v7-M SCREAMISEAE (FH4
T L2 2247, 8% L1 Cache FXA inner (Jy NAFAGSS) 2547, L2 Cache FX N outer (JrAMEAiG#S)
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GeA?) ASCBIEHE MR R L. 1 v7-M B B, FTLMEH TEX. S\ ¢ B AR, BUAH
SR PRI P A7 A

FERE— B B UL BB H 7 SN2 A, S 2 R e SN S R AT i — S i e
7,

b= i

B 2-2: AR BN /REERIE IR

Microcontroller

Cortex-M%4 Processer

Memory |accesses attributes
Memory e {} 3\} 33
Processer |8CCESSES M
—N — emo
Core Write Buffer System level o Memory
cache Controller
Memory Memory Memory|
accesses accesses accesses

- ARM Cache ZE¥JH Cache 1iMi& 2% J2 '5 42 b (Write-Buffer )20 1%, Ho A Write-Buffer /2 i Cache
218 FIFO JR I M B B 22 2%

- Bufferable 5 non-Buffer )32 2 X 7l K ILAE ACK 155 1 [ 77 20 E

- Bufferable: ##55 X Buffer f5, (3> component) {#iX [A] ACK;

- Non-Buffer: ZFHlEAF AN TA7, iR [A] ACK;
TR 5 T 2 5 NHAR AT AE, 7T LSS NEAED -

- Write-Through (5i#) . [RIF¥ %85 N Cache f Back-Device (FAFEFEMHBHE) , X
FOT B SR A B R R, SRR .

- Write-Back ([F15) . ¥ HAIEIES N Cache, RAELIEE M BEAE, FHEdEA
248 5 N3 Back-Device (FAFERAEIMNLBEE) , M A0 2 TR, sisg, i
B B ARV A |91 'S 1) Back-Device IS, g oy ml .

ELL ERIPE RS N EEVE T 2P (Write-Through/Write-Back) » 5 A Cache 5 & 4 Cache miss
IO, BRI AFOL,  FRATT AT D 5 N T 28 SO SR s
- Write-allocate: 4445’5 N\ Cache I, &“E Cache miss, M54 %04E M Back-Device #E%
Cache, #AJ5 F4% M Write-Back F 7 B HHE . LIS X B i e E 5 5 #a R4

- Write-non-allocate: B34 EIEE N Back-Device. IS %f B 10 SR AE 220 F 4 4 132 B 2]
Cache, ARG HPUTEEIE.

TEVERRE, NE R Write-Through & /& Write-Back, 7E Cache miss B &8 7] LA{# FH Write-
allocate B3 Write-non-allocate, R &—fKii, Write-Back AL & Write-allocate {1/, Write-
Through FC& Write-non-allocate 1/, BINZIRXE[F]— Cache HAEERT, Write-Back Fi&
Write-allocate 7] LR FFIERE, {HAZ K Write-allocate T Write-Through ¥ #5 B .

©2024 JERHETRE (L) FIRAA 13 of 33
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2.6.3  MPU Region JB 15 2 A8/ 48
% 2-7: MPU Region Bt E 183 %
L. Region
TEX C B Description Sl
6 A i 457 T 1 G
5000 0 0 ?;r;)ngly Ordered (Fi54 4% 2 HEARHD R I 37 44 Shareable
b000 0 1 HZE & C5#EAEW Buffer) Shareable
. . = T \% He . .
b00O0 1 0 XjLi Outer *lﬁl inner #,2 5iEMEIL; Cache miss (s]
B % FH no Write-allocate
. . = =T, . .
b00O 1 1 ﬁi Outer %D inner #2515 5; Cache miss s]
B % FH no Write-allocate
b001 0 0 1E outer Al inner - #5°K ] non-cacheable %l | [S]
b001 0 1 Reserved Reserved
b001 1 0 i I8 HAR S E e -
. . = = A A .
boO1 1 1 Xj‘iﬁOute;%ﬂ |nn.er M ERN; Cache miss (s]
I 152 5 #R K B Write-allocate
b010 0 0 RIS Not Shared
b010 0 1 Reserved Reserved
b010 1 X Reserved Reserved
W 2B A7 I 75 [il; BB= g
b1BB A A b Jéﬁ E’Llj\] 17 # bk 25 7] ; BB=outer i H& (s]
AA=inner TRH%

TR PSIR S B AT (B APERIEE) Bk s Ak

2 TEX [ MSB=1 I, W15 1% Region & F Al as, NI C A1 B e HEZ A EME (AA)
W AMEE R, T TEX (9[1: ok e HEFEME (BB) . N/ AA LR BB, A HAE
(K& AR AR, W R R AR

R 2-8: iAoM) PEIE ISR

171 2s B 4afS (AA and BB) P R AT RS

00 AT AT

o1 EEAERXHARI SRR, 2% Cache miss i, H#EA/EA
BEHERE#CK H allocate TRES

10 B R EEKEN, 2k Cache miss B, H#E{EX
H no allocate T

1 EEAERHARIERK, 2%k Cache miss B, H#E{EX
H no allocate T

2.7  MPU Region 7|4 %7752

2.1 THARRENEG 6 NEF1E%s (RBAR_A1/ RASR_A1l. RBAR_A2/ RASR_A2. RBAR_A3/
RASR_A3) , Hit2 RBAR [ RASR M4 aifras (Ujln|iXLeaf 248 5 AH 24 T [l RBAR J¢
RASR) , H'EA{EfbE F2 L), Fril Y FRENE £ Region MEMER, A LAEBERAIC
S LDM/STM 84— Ik 5E BC B #:4E , 117075 K “2C ] Region->H 24 Region J& L C B ->1i
HE Region” X F/NO B HAE, XFERERIAL TS, Wiem 7P AT,

14 of 33

©2024 Jig T RHE (R AR



SPIN o
TROL o s
| RC-032-2402003 SPC1068 MPU H.oGffi fH+&F C/0

ZEN G
: R1 = —/NBE, f8AHE rRTOS HEREIEHIERF ) 4 4> Region X T (38 A7)
MOV RO, #NVIC BASE
ADD RO, #MPU REG CTRL
LDM R1, [R2-R9] ; JH#k 4 > Region HIfEE
STM RO, [R2-R9] ; —HAJIE5EAK 4 1> Region HIACE

2.8 R¥EH| RS E b bR 2 (6] B
F 2-9: MCU ¥ WibhtE i

TYPE Memory Type Commonly Used Memory Attributes

ROM/FLASH (Program AT, EEHRR R 585 0
. Normal memory

memories) C=1, B=0, TEX=0, S= O

Internal SRAM Normal memory RIS, SRR RS

C=1, B=0, TEX=0, s_1
AL, HHRER R RS 5 2
C=1, B=1, TEX=0, S=1

LA 8083

C=0, B=1, TEX=0, S=1

External SRAM Normal memory

Peripherals Device

©2024 JERHETRE (L) FIRAA 15 of 33
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3 MPU i F 2545
3.1 TE mpuREHE

& 3-1: BB MPU FHEE

Check MPU Type Register to
see if MPU exist and there
are enough regions

Err

Yes

Disable MPU

Region selection and

Select Regjon #i

programming of region regjsters

can be combined in one step address and configuration

Program regjon base

Loop ntimes

D

Select Regjon #i

Disable unused
Regions

*

Loop 8-ntimes

Enable MPU 4

MPU setup completed

Q

FEBE AT AR HE £ — L8 555E e

#define MPU DEFS RASR SIZE 32B
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 64B
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 128B
MPU RASR SIZE Pos)

(0x04 <<

(0x05 <<

(0x06 <<

16 of 33
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#define MPU DEFS RASR SIZE 256B (0x07 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 512B (0x08 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 1KB (0x09 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 2KB (0x0A <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 4KB (0x0B <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 8KB (0x0C <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 16KB (0x0D <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 32KB (0x0E <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 64KB (0x0F <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 128KB (0x10 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 256KB (0x11 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 512KB (0x12 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 1MB (0x13 <<
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 2MB (0x14 <<
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 4MB (0x15 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 8MB (0xl6 <<
MPU_RASR SIZE Pos)
#define MPU DEFS RASR SIZE 16MB (0x17 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 32MB (0x18 <<
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 64MB (0x19 <<
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 128MB (0x1A <<
MPU RASR_SIZE Pos)
#define MPU DEFS RASR SIZE 256MB (0x1B <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 512MB (0x1C <<
MPU RASR SIZE Pos)

©2024 JERHETRE (L) FIRAA 17 of 33
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#define MPU DEFS RASR SIZE 1GB
MPU_RASR SIZE Pos)

#define MPU DEFS RASR SIZE 2GB

MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 4GB

MPU RASR SIZE Pos)

#define MPU DEFS RASE AP NO ACCESS
MPU RASR AP Pos)

#define MPU DEFS RASE AP PRIV RW
MPU_RASR AP Pos)

#define MPU DEFS RASE AP PRIV RW USER RO
MPU _RASR AP Pos)

#define MPU DEFS RASE AP FULL ACCESS
MPU _RASR AP Pos)

#define MPU DEFS RASE AP PRIV RO

MPU RASR AP Pos)

#define MPU DEFS RASE AP RO

MPU RASR AP Pos)

#define MPU DEFS NORMAL MEMORY WT
#define MPU DEFS NORMAL MEMORY WB
MPU RASR B Msk)

#define MPU DEFS NORMAL SHARED MEMORY WT

MPU RASR S Msk)
#define MPU DEFS NORMAL SHARED MEMORY WB

(0x1D <<
(0x1E <<
(0x1F <<
(0x0 <<
(0x1 <<
(0x2 <<
(0x3 <<
(0x5 <<
(0x6 <<

(MPU_RASR_C_Msk)
(MPU_RASR_C Msk |

(MPU_RASR_C Msk |

(MPU_DEFS_NORMAL MEMORY WB | MPU RASR S Msk)

#define MPU DEFS_ SHARED DEVICE

#define MPU DEFS STRONGLY ORDERED DEVICE
#define MPU DEFS MODE PRIVILEGE

#define MPU DEFS MODE UNPRIVILEGE

(MPU_RASR B Msk)
(0x0)

(0x0)

(0x1)
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#include "spcl068.h"
#include <stdio.h>

uint32 t Controlval,

int MPU SetUp (void)
{
uint32 t 1i;
uint32 t const mpu cfg rbar[5]

(0x00000000) ,
/* SRAM Addr for stack */

(0x20002000) ,
/* SRAM Addr for stack */

(0x20000000) ,
/* Private bus address */

(0xE0000000) ,
/* Peripher address*/
(0x40000000)

}s

uint32 t const mpu cfg rasr[5]
/* SRAM and ROM for code */

(MPU_DEFS_RASR _SIZE 512MB

MPU DEFS_RASE AP FULL ACCESS
/* SRAM for stack */

(MPU DEFS RASR _SIZE 8KB

MPU DEFS_RASE_ AP PRIV _RW
/* SRAM for stack */

(MPU_DEFS RASR _SIZE 8KB

MPU DEFS RASE AP FULL ACCESS
/* Private bus address */
(MPU DEFS RASR SIZE 1MB

MPU DEFS RASE AP FULL ACCESS
/* Peripher address */
(MPU_DEFS_RASR SIZE 512MB
MPU DEFS RASE AP FULL ACCESS

}s

if (MPU->TYPE==0)
{

return 1;

}

u32Privilege;

/* SRAM and ROM Addr for code */

/* Return 1 to indicate error */

/* Make sure outstanding transfers are done */

{

{

| MPU DEFS_NORMAL MEMORY WT |
| MPU RASR ENABLE Msk) ,

| MPU DEFS NORMAL MEMORY WT |
| MPU RASR_ENABLE Msk) ,

| MPU DEFS_NORMAL MEMORY WT |
| MPU RASR ENABLE Msk) ,

| MPU DEFS_ SHARED DEVICE |
| MPU RASR_ENABLE Msk) ,

| MPU DEFS_SHARED DEVICE |
| MPU RASR_ENABLE Msk)
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~ bMB () ;

/* Disable the MPU */
MPU->CTRL = 03

/* Configure only 4 regions */
for (i=0; i<3; i++)
{

/* Select which MPU region to configure */
MPU->RNR = i;
/* Configure region base address register */
MPU->RBAR = mpu cfg rbar[i];
/* Configure region attribute and size register */
MPU->RASR = mpu cfg rasr[i];

}

/* Disabled unused regions */
for (i=4; i<8; i++)
{

/* Select which MPU region to configure */
MPU->RNR = i;
/* Configure region base address register */
MPU->RBAR = 03
/* Configure region attribute and size register */
MPU->RASR = 03

}

/* Enable the MPU */
MPU->CTRL = MPU_CTRL_ENABLE_MSK;

/* Memory barriers to ensure subsequence data & instruction */
DSB () ;

/* transfers using updated MPU settings */
_ISB O ;

/* No error */
return 0;

int in privileged (void)
{
if (__get IPSR OO != 0)
return 1; // True
else if ( (_ get CONTROL () & 0x1) ==0)

return 1; // True
else

return 0O; // False
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int main )

{

/**********Initial Step************

*

* In SPC1068, the recommand basic intial step is as followed
* (1) System initial

* (2) Clock initial

(3) Delay Initial

Step 1: System initial
Load calibration parameter from flash, please do not modify
this function.

__*/
Sys_Init O ;

Step 2: Clock initial
This function initial CPU (HCLK) and configure all IP
clock as fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have
limit.
Note:
(1) SPC1068 provide RC Oscillator with 1% precision at full
temperature range
(2) If external crystal is as clock source, please use
CLOCK Init (CLOCK FROM XTAL8BMHZ, CLOCK HCLK 75MHZ) ;
to initial clock however with larger code size.

__*/

CLOCK_InitWithRCO (CLOCK HCLK 24MHZ) ;
/* Optional function for more flexibility */

//CLOCK_Init (CLOCK FROM XTAL8MHZ, CLOCK HCLK 100MHZ) ;

Step 3. Delay initial

In this demo code, Delay is realized with timer2 which can
provide a precision

delay. Clock of Timer is from PCLK.
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%/
Delay Init () ;

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD) ;
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD) ;

/* Enable UART Clock */
CLOCK EnableModule (UART MODULE) ;

/* UART Init */
UART Init (UART, 38400) ;

/* Enable MemManage exception */
SCB->SHCSR |= SCB SHCSR MEMFAULTENA Msk;

/* Set up MPU */
MPU SetUp () ;

/* Get the CONTROL register value */
ControlvVal =  get CONTROL () ;

/* CPU 1is privileged by default and we change it to unprivilege
there */

__set CONTROL ( (Controlval & ~ (0x1UL) ) |
MPU DEFS MODE UNPRIVILEGE) ;

u32Privilege = in privileged () ;
if (u32Privilege)

printf ("Execution is privileged\n") ;
else

printf ("Execution is unprivileged\n") ;

/*
* Access RAM addr 0x20002000~0x20004000 protected by MPU, only

privilege can access, unprivilege
* access cause a hardfault.

*/

* (uint32 t*) (0x20002004) = Oxacce55;
}
void HardFault Handler (void)
{

printf ("HardFault had happended\n") ;
}

void MemManage Handler (void)

{
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printf ("MemManage had happended\n") ;
}
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#include "spcl068.h"
#include <stdio.h>

uint32 t ControlVal, u32Privilege;

int MPU SetUp (void)
{
uint32 t 1i;
uint32 t const mpu cfg rbar[5] = {
/* SRAM and ROM Addr for code and region num */
(0x00000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk &

0) ),
/* SRAM Addr for stack and region num */

(0x20002000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk &

1)),
/* SRAM Addr for stack and region num */

(0x20000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk &
2) ),

/* Private bus address and region num */
(0xE0000000 | MPU _RBAR VALID Msk | (MPU RBAR REGION Msk &
3) ),

/* Peripher address and region num */
(0x40000000 | MPU_RBAR VALID Msk | (MPU RBAR REGION Msk &
4) )
}s
uint32 t const mpu cfg rasr[5] = {
/* SRAM and ROM for code */

(MPU_DEFS_RASR SIZE 512MB | MPU DEFS NORMAL MEMORY WT |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk) ,
/* SRAM for stack */
(MPU DEFS RASR _SIZE 8KB |
MPU DEFS NORMAL SHARED MEMORY WT |
MPU DEFS RASE AP PRIV RW | MPU RASR ENABLE Msk) ,
/* SRAM for stack */
(MPU_DEFS_RASR SIZE 8KB |
MPU DEFS NORMAL SHARED MEMORY WT |

MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk) ,

/* Private bus address */

(MPU_DEFS RASR SIZE 1MB | MPU DEFS SHARED DEVICE |
MPU DEFS_RASE AP FULL ACCESS | MPU RASR ENABLE Msk) ,

/* Peripher address */

(MPU_DEFS_RASR SIZE 512MB | MPU DEFS_SHARED DEVICE |
MPU DEFS_RASE AP FULL ACCESS | MPU RASR ENABLE Msk)

}s
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/* Return 1 to indicate error */
if (MPU->TYPE==0)
{

return 1;

}

/* Make sure outstanding transfers are done */
~ bMB O ;

/* Disable the MPU */
MPU->CTRL = 03

/* Configure only 4 regions */
for (i=0; i<5; i++)
{

/* Configure region base address register */
MPU->RBAR = mpu cfg rbar[i];
/* Configure region attribute and size register */
MPU->RASR = mpu cfg rasr[i];

}

/* Disabled unused regions */
for (i=5; i<8; i++)
{

/* Select which MPU region to configure */

MPU->RNR = i;

/* Configure region base address register */

MPU->RBAR = 03

/* Configure region attribute and size register and close sub-
region*/

MPU->RASR = 0;

}

/* Enable the MPU */
MPU->CTRL = MPU_CTRL_ENABLE_MSk;

/* Memory barriers to ensure subsequence data & instruction */
DSB () ;

/* transfers using updated MPU settings */
_1sB O

/* No error */
return 0;

int in privileged (void)

{
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if (__get IPSR O != 0)
return 1; // True
else if ( (__get CONTROL () & 0x1) ==0)

return 1; // True
else

return 0; // False

int main )

/**********Initial Step************
*

* In SPC1068, the recommand basic intial step is as followed
* (1) System initial
* (2) Clock initial
(3) Delay Initial

Step 1: System initial
Load calibration parameter from flash, please do not modify
this function.

__*/
Sys Init ) ;

Step 2: Clock initial
This function initial CPU (HCLK) and configure all IP
clock as fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have
limit.
Note:
(1) SPC1l068 provide RC Oscillator with 1% precision at full
temperature range
(2) If external crystal is as clock source, please use
CLOCK Init (CLOCK_FROM XTAL8MHZ, CLOCK_ HCLK_75MHZ) ;
to initial clock however with larger code size.

__*/
CLOCK InitWithRCO (CLOCK HCLK 24MHZ) ;
/* Optional function for more flexibility */
//CLOCK Init (CLOCK FROM XTALS8MHZ, CLOCK HCLK 100MHZ) ;
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Step 3. Delay initial

In this demo code, Delay is realized with timer2 which can
provide a precision
delay. Clock of Timer is from PCLK.

Ry
Delay Init () ;

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD) ;
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD) ;

/* Enable UART Clock */
CLOCK EnableModule (UART MODULE) ;

/* UART Init */
UART Init (UART, 38400) ;

MPU SetUp () ;

/* Enable MemManage exception */
SCB->SHCSR |= SCB_SHCSR MEMFAULTENA Msk;

/* Get the CONTROL register value */
ControlvVal =  get CONTROL () ;

/* CPU 1is privileged by default and we change it to unprivilege
there */

__set CONTROL ( (Controlval & ~ (0x1UL) ) |
MPU DEFS MODE UNPRIVILEGE) ;

u32Privilege = in privileged () ;
if (u32Privilege)

printf ("Execution is privileged\n") ;
else

printf ("Execution is unprivileged\n") ;

/*

* Access RAM addr 0x20002000~0x20004000 protected by MPU, only
privilege can access, unprivilege

* access cause a hardfault.

*/

* (uint32 t*) (0x20002000) = Oxacce55;
}

void HardFault Handler (void)
{
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}

{

printf ("+++++++++HardFault had happended start+++++++\n") ;

u32Privilege = in privileged O ;
if (u32Privilege)

printf ("Execution is privileged\n") ;
else

printf ("Execution is unprivileged\n") ;

printf ("+++++++++HardFault had happended end+++++++\n") ;

void MemManage Handler (void)

printf ("-———--— MemManage had happended start----- \n") ;

u32Privilege = in privileged () ;
if (u32Privilege)

printf ("Execution is privileged\n") ;
else

printf ("Execution is unprivileged\n") ;

printf ("-—-—-- MemManage had happended end----- \n") ;
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3.4 R FARELE MPU RIS

1 F 1 42 %5 7w i B U e A VC m AR, XAEA RERIED B F A8 ER (fF A
mWﬂthl%mEﬁﬂ MR E SR , WE R C ES AT, Wik —

2K AR YR B LDM/STM $54 . — NAH—BCRA C B S ML IE 5 IR KRIC B MPU 1)
TWKEO

C i & R4

#include "spcl068.h"
#include <stdio.h>

uint32 t ControlVal, u32Privilege;

extern void mpu cfg copy (unsigned int src) ;
int 1 3

/* MPU configuration table */
uint32 t const mpu cfg rbar rasr[l16] = {
/* WDT1 - region 0 */

/* RBAR */

(0x40000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk &
0) ),

/* RASR */

(MPU DEFS RASR SIZE 4KB | MPU DEFS SHARED DEVICE |

MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk) ,

/* SRAM - region 1 */

/* RBAR Al */

(0x20002000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk &
1)),

/* RASR Al */

(MPU DEFS RASR SIZE 8KB | MPU DEFS NORMAL MEMORY WT |

MPU DEFS RASE AP PRIV _RW | MPU RASR ENABLE MSk) ’

/* GPIO D base address - region 2 */

/* RBAR A2 */

(0x40003000 | MPU_RBAR VALID Msk | (MPU RBAR REGION Msk &
2) D),

/* RASR A2 */

(MPU DEFS_RASR SIZE 1KB | MPU DEFS SHARED DEVICE |

MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk) ,

/* Region 3 -unused */

(MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 3) ), 0,

/* Region 4 -unused */

(MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 4) ), 0,

/* Region 5 -unused */

(MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 5) ), 0,

/* Region 6 -unused */

(MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 6) ), 0,

/* Region 7 -unused */

(MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 7) ), 0,
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}s

int main )

{

/**********Initial Step************

*

* In SPC1068, the recommand basic intial step is as followed
* (1) System initial

* (2) Clock initial

(3) Delay Initial

Step 1: System initial
Load calibration parameter from flash, please do not modify
this function.

__*/
Sys_Init O ;

Step 2: Clock initial
This function initial CPU (HCLK) and configure all IP
clock as fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have
limit.
Note:
(1) SPC1068 provide RC Oscillator with 1% precision at full
temperature range
(2) If external crystal is as clock source, please use
CLOCK Init (CLOCK FROM XTALSBMHZ, CLOCK HCLK 75MHZ) ;
to initial clock however with larger code size.

__*/

CLOCK_InitWithRCO (CLOCK HCLK_ 24MHZ) ;
/* Optional function for more flexibility */

//CLOCK_Init (CLOCK_ FROM XTAL8MHZ, CLOCK HCLK 100MHZ) ;

Step 3. Delay initial

In this demo code, Delay is realized with timer2 which can
provide a precision

delay. Clock of Timer is from PCLK.
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Delay Init O ;

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD) ;
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD) ;

/* Enable UART Clock */
CLOCK EnableModule (UART MODULE) ;

/* UART Init */
UART Init (UART, 38400) ;

/* Enable MemManage exception */
SCB->SHCSR |= SCB_SHCSR MEMFAULTENA Msk;

/* Set up MPU */
for (i = 0; i < sizeof (mpu cfg rbar rasr) ; i++)
mpu cfg copy ( (unsigned int) &mpu cfg rbar rasr[il) ;

/*

* Access RAM addr 0x20002000~0x20004000 protected by MPU, only
privilege can access, unprivilege

* access cause a hardfault.

*/

* (uint32 t*) (0x20002004) = Oxacceb55;
}

void HardFault Handler (void)
{

printf ("HardFault had happended\n") ;
}

void MemManage Handler (void)
{

printf ("MemManage had happended\n") ;
}

ICGmARRLE h CLAUEF ARM I gnas, 50 4miE2s HA -

AREA MY FUNCTION, CODE, READONLY
EXPORT mpu cfg copy

mpu cfg copy
PUSH {R4-R9}
LDR R1, =0xE000ED9C ; MPU->RBAR address
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LDR R2, [R1l, #-12] ; Get MPU->TYPE

CMP R1, #0 ; If zero

ITT EQ ; If-Then

MOVSEQ RO, #1 ; return 1

BEQ mpu cfg copy end

DMB OxF ; Make sure outstanding transfers are done

MOVS R2, #0

STR R2, [R1l, #-8] ; MPU->CTRL = 0

LDMIA RO!, {R2-R9} ; Read 8 words from table (base update)
STMIA R1l, {R2-R9} ; Write 8 words to MPU (no base update
LDMIA RO!, {R2-R9} ; Read 8 words from table (base update)
STMIA R1l, {R2-R9} ; Write 8 words to MPU (no base update)

DSB OxF ; Memory barriers to ensure subsequence data &
instruction

ISB OxF ; transfers using updated MPU settings

MOVS RO, #0 ; No error
mpu_cfg copy end

POP {R4-R9}

BX LR

ALIGN 4

END

R AR AF, IE9mas N ARM {975, GUN JL 2528 Bt B2 AV mACHE e H AR SC
FIRTE S, ATRAAMEGE 2118 .
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